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1
Decision/action requested

This contribution proposes a pCR for a key issue to TR 33.825.
2
References

[1]   3GPP TR 23.725 v100: “Study on enhancement of Ultra-Reliable Low-Latency Communication (URLLC) support in the 5GC.”
[2]   3GPP TS 22.261 v100: “Service requirements for next generation new services and markets, Stage1”
3
Rationale




Since the vertical applications may want to be aware of the real time latency, based on the TR23.725 [1] key issue #3, the E2E QoS monitoring is used to monitor the real time packet delay in 5GC and 5G-AN. Accordingly, in TS22.261 [2], clause 6.7, it describes as follows:

“The network must offer a means to provide the required QoS (e.g., high reliability, latency, bandwidth, etc.) for a service and the ability to prioritize resources when necessary to meet the specific service requirements. Existing QoS and policy frameworks handle latency and improve reliability by traffic engineering. In order to support diverse 5G service requirements, it is necessary for the 5G network to offer QoS and policy control for reliable communication with latency required for a service and enable the resource adaptations as necessary.

Also, as 5G network is expected to operate in a heterogeneous environment with multiple access technologies, multiple types of devices, etc., it should support a harmonised QoS and policy framework that applies across multiple accesses.

Further, for existing EPC, QoS control only covers RAN and core network, but for 5G network E2E QoS (e.g., RAN, backhaul, core network, network to network interconnect) is needed to achieve the 5G user experience (e.g., ultra-low latency, ultra-high bandwidth).”

5G QoS is extended to E2E QoS which will consider QoS in the access network, backhaul, corenetwork and network to network interconnect for a service. In TR 23.725 [1], it defines the QoS monitoring activation and enforcement procedures for monitoring packet delay. Furthermore, UE and UPF will be involved in the procedures during the monitoring period. Assuming the E2E QoS requirement delivered by the AF or a service, there are some security issues about 5G E2E QoS Enforcement in 5G network. 
This proposal aims to introduce a key issue to investigate security aspect of QoS monitoring for URLLC services.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: QoS monitoring protection
5.X.1
Key issue details

Since the vertical applications may want to be aware of the real time latency, the 5G E2E QoS monitoring is used to monitor the real time packet delay in 5GC and 5G-AN. According to TR23.725 [1], it’s possible to define the new procedures and functions on QoS monitoring activation and enforcement. In this case, these monitoring messages are required to be protected. Furthermore, whether the related interfaces need to be security protected is also necessary to be considered. 
5.X.2
Security threats

In lack of a secure way of protecting the E2E QoS monitoring procedure, an attacker could perform to modify the packet or message to obtain the incorrect latency report. 
5.X.3
Potential Security requirements

The 5G system shall be able to protect the 5G E2E QoS Enforcement procedure for a service.
*************** End of Change ****************
